Empowering Privacy Professionals:
Cultivating a Data Privacy Conscious
Environment Amidst Change
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Era of change

Data privacy in an era of change refers to
the evolving practices, regulations, and
technologies aimed at protecting personal
data in a rapidly shifting landscape.
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Jamaica Data
Protection Act, 2020




Purpose of the Act

Designed to protect the privacy of
individuals in relation to personal
data. It aims to regulate the
collection, regulation, processing,
keeping, use, and disclosure of
certain information in physical or
electronic form.

Key Objectives

e To safeguard personal data
processed by organizations
or individuals.

e To uphold the rights of
individuals by giving them
control over their personal
data.

e To establish guidelines for
data privacy and security
practices.




Data Controller

* A data controller is an entity (such as an organization, agency, or
individual) that determines the purposes and means of processing
personal data.

* Essentially, it is the organisation or person who decides why and
how personal data should be processed.

* They have the primary responsibility for ensuring that their
processing activities comply with data protection laws, including
protecting the rights of data subjects, implementing data
protection principles, and ensuring that any data processors they
use also comply.




Data Subject

« A data subject is any individual whose personal data is being
collected, held, or processed by a data controller or processor.

* The data subject can be a customer, employee, or any other individual
whose personal data is used for various purposes by organizations or
businesses.

* The Data Protection Act provides rights to data subjects, such as the
right to access their data, the right to have inaccurate data corrected,

the right to erasure, and the right to object to certain types of
processing.




Data Processor

-

A data processor is an entity (which can be a separate organization, a partner, or
a third-party service provider) that processes personal data on behalf of a data
controller.

While the data controller is responsible for determining the purpose and means
of the processing, the data processor is responsible for carrying out processing
activities according to the controller's instructions.

Data processors must ensure they have measures in place to protect the
confidentiality and integrity of the data they process and are also accountable
under the Data Protection Act for their processing activities.
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* Upholding Data Integrity: The Eight Standards

1. Lawful and Fair Processing

e Personal data must be processed
lawfully, fairly, and transparently.

e Example: A security professional
ensures that all employee surveillance

activities are disclosed to staff through
clear policies and consent forms,
explaining the lawful basis for
monitoring and how the data will be
used.

" 2.Purposelimitation

e Data is collected for specified,

explicit, and legitimate purposes and
not further processed in a manner
incompatible with those purposes.

Example: When collecting visitor
information for security purposes, a
privacy professional makes it clear that
the data will only be used for entry
authorization and not for marketing
purposes.




The Eight Data Protection Standards

3. Data Minimization

Ensure data collected is adequate,
relevant, and limited to what is
necessary for the purposes for which
it is processed.

Example: A security professional
designs access control systems to
collect only necessary data, such as
name and access times, without
gathering excessive personal details.

4. Accuracy

Personal data must be accurate and,
where necessary, kept up to date.

Example: An investigator regularly
reviews and updates the database of
employee contact information to
ensure it is accurate for emergency
communication purposes.

5. Storage Limitation

Data should be kept in a form that
permits identification of data
subjects for no longer than is

necessary.

Example: Surveillance footage is
automatically deleted after a certain
period of time unless it is needed for
an ongoing investigation, in
compliance with data retention
policies.



The Eight Data Protection Standards

6. Rights of Data Subjects

e Data subjects have rights, including access to their data, the right to rectification, erasure, and more.

e Example: A security firm establishes a clear process for employees to request access to their personal data, make
corrections, or ask for their data to be deleted, ensuring these requests are handled promptly and in accordance with
the law.

7. Security Measures

e Appropriate technical and organizational measures must be taken to ensure data security.

e Example: A security professional adopts a holistic approach to data protection by implementing comprehensive
organizational security measures: cybersecurity & system measures, staff training, policy design, physical security,
regular audits & reviews, incident response planning.

e Personal data should not be transferred to a country outside of Jamaica unless that country ensures an adequate
level of data protection.

e Example: Share investigation reports containing personal data with its branch in another country. Before transferring
the data, the firm's privacy professional ensures that the receiving branch is in a country with adequate data protection
laws or that standard contractual clauses are in place to safeguard the data. This compliance with international data
transfer requirements helps protect personal data across borders while maintaining legal standards.






Navigating Data Breaches: Notification Obligations

 Immediate Notification to the Office of the Information Commissioner (OIC)

* Data controllers are required to report a personal data breach to the OIC within 72 hours of
becoming aware of it, unless the breach is unlikely to result in a risk to the rights and freedoms of
individuals.

 Application: Businesses must have protocols in place for quickly assessing data breaches and
reporting them to the OIC within the specified timeframe.

» Criteria for Notifying Affected Individuals

* When a data breach is likely to result in a high risk to the personal rights and freedoms of
individuals, the data controller must also inform those affected without undue delay.

* Application: Developing a clear, empathetic communication strategy for informing clien
breaches that may impact them, explaining the breach's nature, potential consequen the
measures taken to mitigate its effects.
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Strategies for Effective Data Privacy Adoption




DATA BREACH

CONSEQUENCES
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Facilitating data privacy implementation

Leadership Commitment and Support
Comprehensive Privacy Framework
Privacy Impact Assessments (PIA)
Training and Awareness Programmes
Data Minimization and Retention
Access Controls and Data Security
Vendor Management

Incident Response and Breach Notification

Continuous Monitoring and Improvement

Legal and Regulatory Compliance
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Post Registration

Training and Awareness

Employee Training: Conduct regular training sessions for employees on data privacy principles, policies, and their specific
responsibilities. Tailor training programs to different roles and levels of access.

Awareness Campaigns: Run ongoing awareness campaigns to reinforce the importance of data privacy and keep it top-of-
mind for all employees.

Data Subject Rights

Rights Management: Implement processes to handle data subject rights requests, such as access, rectification, erasure,
restriction of processing, data portability, and objection. Ensure requests are handled within the regulatory timeframes.

Transparency: Clearly communicate to data subjects their rights and how they can exercise them. Provide easy-to-use
mechanisms for submitting requests.

Risk Assessments and Impact Analyses

Data Protection Impact Assessments (DPIAs): Conduct DPIAs for new projects, systems, or processes that involve high-risk
data processing. Identify and mitigate potential privacy risks.

Regular Reviews: Periodically review existing processes and systems to ensure ongoing compliance and identify areas for
improvement.

Data Security Measures

Technical Measures: Implement robust technical measures to protect personal data, such as encryption, pseudonymization,
access controls, and secure coding practices.

Organizational Measures: Establish organizational measures, such as security policies, incident response plans, and regular
security audits, to ensure data is protected against unauthorized access, breaches, and other risks.
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Case Study

Introduction

* PrivateSec Solutions, a leading private investigation and security firm, faced the dual challenge
of ensuring robust security while complying with stringent data privacy regulations. Operating
across multiple jurisdictions with varying legal requirements, PrivateSec needed a
sophisticated strategy to balance data privacy with its investigative and security operations.

Background

* PrivateSec Solutions provides a wide range of services, including corporate investigations,
personal security, surveillance, and cybersecurity solutions. The nature of its work involves
collecting and processing highly sensitive personal data, including client information,
surveillance footage, and investigative findings.

The Challenge
The firm identified several key challenges

1. Regulatory Compliance: Ensuring compliance with JDPA, GDPR, and other regional data
privacy laws.

2. Sensitive Data Handling: Managing the collection, processing, and storage of sensitive data
without compromising privacy.

3. Cross-Border Investigations: Conducting investigations that require data transfers across
borders while adhering to legal requirements.

4. Employee Training: Ensuring that employees understand and adhere to data privacy and
security protocols.




Approach

PrivateSec Solutions can adopt a multi-layered approach to balance data privacy and security:

Governance and Accountability

Chief Privacy Officer (CPO): Appointed a CPO to oversee data privacy compliance and coordinate
with the Chief Security Officer (CSO).

Privacy and Security Committee: Formed a committee with representatives from legal, compliance,
IT, and investigative units to align privacy and security strategies.

Privacy by Design and Default

System Integration: Incorporated privacy principles into the design of investigative tools and
security systems.

Default Privacy Settings: Configured systems to use the most privacy-friendly settings by default,
requiring explicit consent for data sharing.

Comprehensive Data Inventory and Mapping

Data Inventory: Maintained an exhaustive inventory of all personal data collected, processed, and
stored, including data from surveillance and investigations.

Data Mapping: Developed intricate data flow diagrams to visualize data movement and identify
potential privacy risks.

Employee Training and Awareness

Specialized Training: Conducted specialized training sessions for investigators and security
personnel on data privacy laws, ethical considerations, and best practices.

Awareness Campaigns: Launched targeted awareness campaigns to emphasize the importance of
data privacy in investigative work.
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Approach

Enhanced Data Security Measures

* Encryption and Pseudonymization: Implemented encryption and pseudonymization for sensitive data,
ensuring protection in transit and at rest.

* Access Controls: Enforced strict access controls, ensuring that only authorized personnel could access
sensitive investigative data.

* Incident Response Plan: Developed a comprehensive incident response plan that included protocols for data
breaches and ensured quick, effective responses.
Data Subject Rights Management
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Third-Party Vendor Management
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* Vendor Assessments: Conducted thorough assessments of third-party vendors, including surveillance
equipment providers, to ensure compliance with data privacy requirements.  OPERATOR CLASSES =~

* Contractual Safeguards: Included stringent privacy and security clauses in contracts with third-party vendors.

Risk Assessments and Impact Analyses
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* Data Protection Impact Assessments (DPIAs): Conducted DPIAs for all major projects, particularly those wpeS;"”rjﬁ"to
involving surveillance and sensitive investigations, to identify and mitigate privacy risks. e X :1:irr‘0r

* Regular Reviews: Implemented periodic reviews of existing processes and systems to ensure ongoing
compliance and identify areas for improvement.




Results

Regulatory Compliance: Achieved compliance with data privacy laws, and
other data privacy regulations, avoiding fines and legal issues.

Enhanced Security: Strengthened data security measures, reducing the risk
of data breaches and cyber threats.

Client Trust: Increased client trust and satisfaction by demonstrating a
commitment to protecting their personal information.

Operational Efficiency: Streamlined data management practices, improving
operational efficiency and decision-making.

Employee Engagement: Enhanced employee understanding and engagement
with data privacy principles, fostering a culture of privacy within the firm.
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Conclusion and Next Steps

* Immediate Steps Towards Compliance

Policy Revision: Undertake a thorough review and update of existing data
protection policies to align with the Act’s requirements, ensuring that all
aspects of data handling are covered comprehensively.

Staff Training: Roll out an extensive training program for all employees,
emphasizing their roles and responsibilities under the new policies and the
importance of compliance for both legal and ethical reasons.

* Next Steps

Implementation: Begin the phased implementation of compliance measures,
starting with the most critical gaps identified during the gap analysis.

Monitoring and Evaluation: Establish a continuous monitoring process to
assess the effectiveness of implemented measures and make adjustments as
necessary.

Engagement: Foster an organizational culture that values data privacy,
encouraging ongoing engagement with compliance efforts and open
communication about potential improvements.
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