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EXECUTIVE SUMMARY

study to investigate the extent to which organi-

zations in the United States, Europe, and India
have converged any two or all three of the follow-
ing security functions: physical security, cyber-
security, and business continuity management
(BCM). More than 1,000 professionals with senior
roles in physical security, cybersecurity, disaster
management, business continuity, and related
fields responded to the survey.

| n early 2019, the ASIS Foundation launched a

The results? Despite years of predictions about
the inevitability of security convergence, just 24
percent of respondents have converged their
physical and cybersecurity functions. When busi-
ness continuity is included, a total of 52 percent
have converged two or all of the three functions.
Of the 48 percent who have not converged at all,
70 percent have no current plans to converge.

However, there seems to be a growing need for
greater communication and collaboration. Ful-

ly two-thirds of organizations reported that their
physical security, cybersecurity, and/or business
continuity departments or functions are working
closely together either through convergence,
partial integration, or collaboration.

Data and follow-up interviews show that com-
panies are organizing their security and BCM
functions in a variety of different ways depending
upon business needs. Our survey and interview
results indicate that multiple models—complete
convergence among them—can be effective.

KEY FINDINGS

1. Strong leadership and a clear security
strategy emerged as important factors for
effective security regardless of how the
functions are organized.

Most organizations surveyed (67 percent of con-
verged and 57 percent of non-converged) report
having an enterprise-level security leader. Of
those, 79 percent agree that having an enterprise
security leader “enhances the effectiveness of
corporate security.” The most successful security
operations share the following characteristics:

a. Physical security, cybersecurity, and BCM
functions are aligned around one security
strategy.

b. The functions maintain open communication
and share information with one another.

c. Security has a voice in the C-suite and senior
leaders provide strong leadership and en-
gagement for the functions.

“It doesn’t matter what model an organi-
zation selects for security. It will not work
unless you have strong leadership and
engagement at the very senior level.”

-Vice President for Global Security
at an international energy firm
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2. Business continuity management is more
likely to be converged than physical and
cybersecurity.

Companies report that BCM is converged with
either cyber or physical security in nearly half (47
percent) the organizations surveyed, compared
to just 24 percent with converged physical and
cybersecurity functions. In addition, 71 percent
of BC managers surveyed felt that converging
functions would somewhat or greatly strengthen
BCM. Only 16 percent felt convergence might
weaken the function.

3. Security convergence produces tangible
positive benefits.

96 percent of organizations that converged two
or more functions (physical, cyber, and/or BCM)
report positive results from the combination, and
72 percent believe that convergence strengthens
overall security. In addition, 44 percent of
converged organizations report no negative
results from converging. Even in companies
that have not converged, 78 percent believe
that convergence would strengthen their overall
security function.

TOP 5 BENEFITS OF CONVERGENCE

As reported by organizations that have converged
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DEFINITION OF CONVERGENCE

For survey participants, convergence was defined
as getting security/risk management functions to
work together seamlessly, closing the gaps and
vulnerabilities that exist in the space between

functions. Fully converged functions are gener-
ally unified and interconnected, reporting to one
security leader. They often have shared practices
and processes, as well as shared responsibility for
security strategy. Converged functions work to-
gether to provide an integrated enterprise defense.

4. Saving money is not the primary
motivation for convergence.

Just 7 percent of those who had converged cited
“reduction in security costs” as a primary benefit
of convergence. Notably, 20 percent of those not
converged cited “potential cost savings” as a factor
that might convince them to converge their securi-
ty functions. For individual functions, 58 percent of
non-converged organizations report that cyberse-
curity budgets are increasing versus just 49 per-
cent for converged organizations. Physical security
budgets are also more likely to be increasing in
non-converged organizations (28 percent) com-
pared to 24 percent in converged organizations. On
the other hand, BCM is seeing a budget increase in
26 percent of converged organizations compared
to just 19 percent of non-converged organizations.

5. A key driver and benefit of convergence is
the desire to better align security strategy
with corporate goals.

When asked “which of the following factors
might convince you to converge?”, the number
one answer cited by 38 percent of those who
had not yet converged was “better alignment
of security/risk management strategy with
corporate goals.” This was also considered

the most positive benefit by 40 percent of the
respondents that already converged two or
more functions.
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6. The differences in culture and skillset be-
tween physical and cybersecurity present
the greatest hurdle to convergence.

The most frequent challenges cited in compa-
nies that converged were “different cultures and
skillsets” (36 percent), “turf and silo operating
tradition” (24 percent), and the “belief that cyber
security requires its own operation” (21 percent).
Notably, more than one-fifth of all respondents
(22 percent) reported no challenges in converg-
ing departments.

7. Finding the right talent to lead a con-
verged security department can be chal-
lenging. Physical and cybersecurity require
different education and experience.

According to a vice president at a U.S. technology
company, “there is no single skill set for all. The
industry has not evolved where we can now have
a single security practitioner who can do physical
security, digital transformation, and product man-
agement. Until the industry evolves towards that,
we will operate with three independent roles.”
Some organizations report success finding individ-
uals from a military security background who have
experience and knowledge in both physical and
cybersecurity.

“The main barriers to convergence were
turf and silo issues. Everyone wanted to
safeguard his responsibilities, his people,
his budget, his prestige, and his importance
to the company.”

=Vice President of Group Security
for a European telecommunications company

8. Convergence or integration needs to be
customized to fit the needs of the business
and its culture.

For example, safety is a major concern in the
chemicals industry. One chemical industry securi-
ty leader explained that physical security and fire
safety are often converged, but it did not make
sense to converge them with cybersecurity. A ma-
jor U.S. e-commerce company executive explained
that “cyber is very important and so it is kept sep-
arate from all other sectors.” In the case of many
airports and hospitals, cybersecurity is run as a
shared service across the enterprise while physical
security is run by staff at each location. For those
industries, cybersecurity is centralized while physi-
cal security is decentralized.

BOTH CONVERGED AND NONCONVERGED ORGANIZATIONS
IDENTIFY MANY OF THE SAME CHALLENGES
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SURVEY METHODOLOGY

The ASIS Foundation surveyed approximately
8,000 senior-level professionals from the Unit-
ed States, Europe, and India in physical security,
cybersecurity, business continuity, and related
fields. The survey was fielded online in April

and May 2019. We received 1,018 full and par-
tial responses and of those, 555 completed the
entire survey. Samples were drawn from the ASIS
member database, including almost all members
of the CSO Center for Leadership and Develop-
ment. In addition, to obtain a broader sample,
we partnered with outside groups to survey
additional cybersecurity and business continuity
professionals, as well as security professionals in
Europe and India. To add context, 21 telephone
interviews were conducted with respondents
from a cross-section of geographical regions,
security functions, and industries.

The full research report is available online at
www.asisfoundation.org.
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This project was led by ASIS Foundation
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Chief Global Knowledge Officer Michael Gips,
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The ASIS Foundation, a 501(c)(3) nonprofit affiliate of ASIS International, supports global sec-

urity professionals worldwide through research and education. The Foundation commissions
actionable research to advance the security profession and awards scholarships to help chapters
and individuals--including those transitioning to careers in security management--achieve their
professional and academic goals. Governed by a Board of Trustees, the Foundation is supported by
generous donations from individuals, organizations, and ASIS chapters and councils worldwide. To

learn more, visit www.asisfoundation.org.

FROM OUR SPONSOR

In today’s threat landscape, operating with siloed physical security, IT and cyber systems puts your

enterprise at greater risk. Cyber and physical threats are now blended, requiring a converged approach
that fully integrates and automates security with operations and compliance. At AlertEnterprise we bring
people, processes, data and technology together in a way which increases daily intelligence and reduces
risk. That’s what we call security convergence and it’s our daily mission. With our trusted identity and
access management platform, enterprises can do more with less, create engaging workforce experiences,
increase compliance and mitigate threats and risk. For more information, visit www.alertenterprise.com.
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